
The Benefits of Securing 
Your Cloud Data Transfers



Data Continues The Long-term Migration to Public Clouds

7%

30%

Today 24 months from now

Today 24 months from now

11%

5%

37%

28%

Mid-market Enterprise

Today 24 months from now

More than 50% of your company's total data resides in any public cloud
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No, we know that 
we have not lost 
cloud-resident 
sensitive data, 

41%

Yes, we know 
we’ve lost cloud-
resident sensitive 

data, 39%

Maybe, we 
suspect we’ve lost 

cloud-resident 
sensitive data, 

20%

Loss of Cloud-resident Sensitive Data in the Last 12 Months Loss of Cloud-resident 
Sensitive Data Is 
Common and 
Suspected

Of great concern is the 20% of 
organizations that likely don’t have the 
tooling or expertise in place to detect 
and prevent data loss.
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19%

21%

31%

32%

34%

34%

34%

34%

42%

Non-relational databases

Block stores

File stores

Data lakehouse

Data lake

Raw object stores

Relational databases

Data warehouse

Software-as-a-services (SaaS) application(s)

Data Has Been Lost Across All Types of Data Stores
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Misconfigured Cloud 
Services Have 
Significant 
Consequences

25%

30%

30%

37%

38%

39%

40%

We lost data

We were fined due to non-compliance with an
industry regulation

The introduction of ransomware

The introduction of crypto-jacking malware
to mine cryptocurrency

The introduction of malware

Remediation steps impacted service level
agreements (SLAs)

Unauthorized access to applications and data

The Results of Misconfigured Cloud Application or Services in 
the Last 12 Months
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Result of Misconfigurations

Malware that has moved 
laterally to cloud workloads

27%

Targeted penetration attacks

25%

Exposed or lost data from an 
object store

25%

© 2023 TechTarget, Inc. All Rights Reserved.



Ransomware Attack Frequency and Impact

13%

17% 17%

32%

21%

Yes, we’ve 
experienced 
ransomware 
attacks on a 
daily basis

Yes, we’ve 
experienced 
ransomware 
attacks on a 
weekly basis

Yes, we’ve 
experienced 
ransomware 
attacks on a 

monthly basis

Yes, we’ve 
experienced 
ransomware 
attacks on a 

sporadic (i.e., 
less than 

monthly) basis

No, we have not
experienced any

attempted
ransomware
attacks in the

last 12 months

Frequency of attempted ransomware attacks in the last 12 months

41%

32%

26%

1%

Yes, once Yes, more than
once

No Prefer not to say

Number of successful ransomware attacks in the last 12 months

Of those that experienced ransomware attacks in the last 12 months, nearly 3 in 4 were negatively impacted

47% are routinely targeted
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Storage and Cloud Are 
Most Common 
Ransomware Targets

18%

21%

21%

24%

24%

25%

30%

30%

33%

33%

36%

36%

37%

39%

40%

Logs/credentials

Secondary, non-critical systems

Messaging and collaboration infrastructure

End-user devices

On-premises business applications

Key/mission-critical systems or applications

SaaS or cloud-based business applications

File/network shares

Internet-of-things operations infrastructure

Data on-premises

Data protection infrastructure

Key IT infrastructure

Networks or connectivity

Cloud-based data

Storage systems

Infrastructure Components Impacted by Ransomware 
Attacks
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9Paying Ransom Doesn’t Guarantee Data Recovery

0%
3%

16%

42%

26%

14%

None (i.e., 0%) 25% or less 26% to 50% 51% to 75% 76% to 99% 100%

Percentage of data recovered after paying the ransom
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.... is indicative of an increase in the business criticality of cloud services

The Increase in Cloud-resident Sensitive Data… `

Today In 24 Months
More than 50% of IaaS/PaaS Data 

is Sensitive

6%

More than 50% of IaaS/PaaS Data 
is Sensitive

20%
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Large Amounts of Cloud-resident Sensitive Data are Insufficiently Secured

More than 30% of IaaS/PaaS Sensitive 
Data is Insufficiently Secured

59%

Discovering Sensitive Data Requires 
Reading 100% of the Data

70%
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Organizations are 
Overconfident in Their 
Ability to Classify 
Cloud-resident Data

33% have suffered data 
loss due to 
misclassification of data.

Completely 
confident, 48%

Mostly confident, 
44%

Somewhat 
confident, 8%

Not at all confident, 
1%

Organizational Confidence in Classification Capabilities
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Top Cloud Migration 
Candidates

9%

10%

10%

11%

12%

13%

15%

15%

15%

15%

16%

17%

18%

18%

19%

19%

21%

Archive repository for compliance data

Web serving/ecommerce

Video surveillance

Non-relational/scale-out databases

Digital media

Containers environment

Industry-specific applications

Customer relationship management/salesforce automation

Engineering/computer-aided design/manufacturing

Big data/data lake repository for unstructured data collected as part of an AI
or analytics initiative

Analytics/data warehouse

Artificial intelligence/machine learning

Enterprise resource planning

Internet of things

Relational/transactional databases

Virtualized environments

Office productivity and collaboration applications
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List of Cloud Candidates 
Overlaps List of Non-
cloud Candidates

1%

19%

20%

21%

23%

23%

25%

26%

27%

27%

28%

28%

29%

All of these workloads are potential or strong cloud
candidates

Mainframe

Containers/Kubernetes

Serverless

Virtual machines

Data lakes

Databases

Compliance/regulatory/data sovereignty

Networking

Data warehouses

Data analytics

Artificial  intelligence/machine learning

Security/identity
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Benefits of Securing Your Cloud Data Transfers

• Preventing reputational damage (staying out of the headlines) 

• Visibility into data security blind spots
• Understanding what data you have to prevent data loss

• Providing customers with assurance that the data they’re using is clean and trustworthy 

• Meeting compliance requirements (e.g. SOC2, HIPAA, etc.)
• Job security for employees responsible for data security 

• Mitigating risk; preventing (repeat) incidents

• Averting productivity gaps, monetary loss, and fines by reducing the risk of breach
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Learn more in the 
Webinar Series:  
Security 
Considerations 
for Cloud 
Migrations & 
File Transfers

Access On 
Demand Now >> 
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https://series.brighttalk.com/series/5893/?utm_source=CloudStorageSecurityNA&utm_medium=BrightTALK&utm_campaign=5893
https://series.brighttalk.com/series/5893/?utm_source=CloudStorageSecurityNA&utm_medium=BrightTALK&utm_campaign=5893
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